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MpunoxeHne

METOAWYECKME PEKOMEHOALIUU
O PASMELLEHMN HA UH®OPMALIMOHHbIX CTEHAAX, O®PULINATIBHbIX
WHTEPHET-CAUTAX U OPYIUX UH®OPMALMOHHbIX PECYPCAX
OBLUEOBPA30BATENbHbIX OPFAHU3ALIMA U OPFTAHOB, OCYLLIEECTBNAIOLMUX
YNPABNEHWE B C®EPE OBPA3OBAHUA, UH®OPMALIMKA O BE3OMNACHOM
NOBEAEHNN U UCMNOJIb3BOBAHUU CETU "MHTEPHET"

Okcneptamn n uneHamu BpemeHHon komuccum CoseTta Pefepauuun no passUTUO MHOPMAaLUOHHOMO
obuecTBa B paMkax BbINOMHEHNS peKoMeHAauun naprameHTCKMX cnywaHni "AkTyanbHble BONPoCkl obecneyeHuns
6e30nacHOCTU 1 pa3BUTUS AeTel B MHOPMaLMOHHOM NpocTpaHcTBe", koTopble npownu B CoseTe Pepepauum 17
anpenst 2017 r., 6binn paspaboTaHbl MeTOAMYECKUEe pekoMeHAauuuM O pasMelleHUM Ha WH(OPMaLMOHHbIX
cTeHgax, odwmumanbHbIX WHTEpPHeT-canTax W ApyrMx WHEMOPMAaUMOHHBIX pecypcax obeobpasoBaTenbHbIX
opraHusaumi M OpraHoB, OCYLLECTBMSOLWMX yrnpaBreHve B cdepe obpasoBaHud, nHdopmauun o 6e3onacHom
NnoBeAEHMM 1 UCNONb30BaHUK ceTn "UIHTepHeT" (Oanee - MeTOANYECKME PEKOMEHAALMN).

MeToanyeckne pekoMeHOaUuuy HarnpaBfeHbl Ha KayeCTBEHHOe TMOBbIWEHWE YPOBHSA MHGOPMAaLNOHHO
[AesiTenbHOCTM 06Leobpa3oBaTerbHbIX OpraHu3auMin M OpraHoB, OCYLLECTBMSIOLIMX YynpaBrneHne B cdepe
obpa3oBaHMsl, B 4YacTu MWH(POPMUPOBAHWUS Y4YallMXCsl, WX poauTenen (3akoHHbIX npeacTaBuTenen) wu
neparormyecknx paboTHNKOB 06 OCHOBHbIX acnekTax MHPOPMaLMOHHON Ge30MacHOCTU.

MeTogouyeckne  pekomeHgauum Mo3BONAT  oOweobpasoBaTenbHbIM — OpraHM3auMsmM U opraHam,
OCYLLECTBNALNM yrpaBrneHne B cepe obpa3oBaHnsi, akTyanuampoBaTb YXKe MCMOoNb3yemMble U pa3meLLeHHble
NMHOPMALIMOHHbIE MaTepuanbl, Tak U NOATOTOBUTb MX B Cllydae MX OTCYTCTBUS C YYETOM JlyyLIMX MPaKTUK W
pekoMeHaaLmi.

B pamkax meToamMyeckmx pekoMeHgauui paccMaTpmBaloTCs Cneayowme NHCTPYMEHThI:

1. HCpOpPMaUUNOHHbIE CTEHAB;

2. othmumanbHble MHTEPHET-PEeCYpPChI;

3. cpeacTBa MaccoBow MHpopMauum (LLKOSbHbIE ra3eThbl, Negarornyeckne n3gaHusa u gpyrve).

UHdopMmaumnoHHbIe cTeHAbI

Ha wHdopmaumoHHbIX cTeHOax B obweobpasoBaTenbHbIX OpraHuM3aumsx, pacrnonoXeHHbIX B done
yypexgeHun n B kabuHeTax, OCHALLEHHbIX MepCOoHanbHbIMW YCTPOWCTBaMW ANsl Bbixoda B ceTb "VIHTepHeT",
pekoMeHayeTCcs pasMecTUTb WHAOPMALUOHHbIE MaMATKW, COAEepXalluue OCHOBHble COBEThbl Mo obecneyeHuto
MHOPMaLMOHHOM 6Ee30MacHOCTH YHaLLMXCS.

B NPUITOXEHUN N 1 K MmeTogMyeckum pekomeHgaunam npencraBieH o6pa3eu, NaMATKN And pa3MeleHnd Ha




NHOPMALIMOHHBIX CTEHAAX.

CpepctBa MaccoBon uHdopmaumm

B cpeacrtBax mMaccoBOW MHOpMauuKn, OPUEHTUPOBAHHLIX Ha OOy4aloLLMXCs, PEKOMEHOYETCA B TeYeHue
y4yebHOro roga perynspHo ny6nukoBaTb MHOPMAaLMOHHbLIE MaTepuarnbl, NOCBSLLEHHblE OTAENbHbIM acnekTam
NHGOpMaLIMOHHOWM Ge30NacHOCTU, a Takke pasnmyHble NaMATKU o6LLero xapakrepa.

B cpeactBax MaccoBOW MHMOpMauWU, OPUEHTMPOBAHHBIX Ha MedarorMyeckyld  OGLLECTBEHHOCTD,
PEeKOMeHOYeTCs B TeYEeHMe KaneHZapHOro roga perynsipHo nybnukoBaTb WHGOPMaUMOHHbIE MaTepuarnsl,
NOCBSILLEHHbIE OTAENbHbIM acnekTaM MHMOPMaLMOHHON ©Ge30MacHOCTU Kak HeCOBEPLUEHHONETHUMX, Tak WU
oblieo6pa3oBaTenbHbIX  OpraHu3auui, a Tawkke pasnuyHble namsaTkk, 0630pbl  HOPMAaTMBHO-NPaBOBOIO
perynMpoBaHus JaHHOW cdhepbl U MHDOPMALMIO O aKTyarbHbIX MePONpPUSATUAAX U COBbITUSIX B AaHHON cdepe.

B xopme npoBegeHus EguHoro ypoka no 6esonacHoctu B cetu "MIHTepHeT" pekomeHayeTcs obecneynTb
BbIMYCK TeMaTUYEeCKOro BbiMyCka CpeacTBa maccoBov uHdopmaumm nubo cepum nybnukauuin, cpegm KoTopbix
paccMOTPETb OPraHN30BaHHbIE MEPONPUATUS ANd obydarwmxcd, ux pogutenen (3akOHHbIX NpeacTaBuTeNemn) u
negarornyeckon obLLEeCTBEHHOCTH.

OdwmumanbHble UHTepHeT-pecypchbl

O6LeobpasoBaTenbHbIM  OpraHM3aUnsM pPeKoMeHyeTCsli Ha CBoMX odmumanbHbix WHTepHeT-pecypcax
obecneunTb (PYHKLUMOHMPOBAHWE CaMOCTOSATENBHOIO W CreuvanvaMpoBaHHoro pasgena "MHdopMaunoHHas
Ges3onacHoOCTb", B pamkax KOTOpPOro NpeaycMoTpeTb pa3MeLleHne creayroLein MHpopMaumu:

N Pasgen/nogpasgen | PopmaT npeacraBneHus CopepxaHve matepuanos
maTepuarnos
1. |JlokanbHble Konun oKymeHTOB B PasmeLyatoTcs KOMMU JOKYMEHTOB, T.€.

HOpMaTuBHbIE akTbl B | hopmate “PDF CKaHMPOBAaHHbLIN BapuaHT AOKYMEHTa,
cchepe obecneveHus COOTBETCTBYIOLLNIA TPEOOBAHNAM K
NHMOPMaLMOHHON napameTpaM CKaHUPOBaHWS.
©e3onacHocTn Pa3meLuatoTcsa OKYMEHTHI,
oby4aroLmxcs pernameHTpyoLLMe OpraHn3aumnto un

paboTy ¢ nepcoHanbHbIMU AaHHbIMMU,
nnaHbl MEPOMNPUSATUIA NO 06eCneYEHMI0
NMHopMaLMOHHOM Ge3onacHoCTH
obyuaroLmxes u gpyrve.

2. |HopwmatusHoe Konuun ookymeHTOB B My6bnukytoTca akTyanbHble cBeeHus O
perynuposaHue dopmaTte *PDF deaepanbHbIX U perMoHanbHbIX 3aKOHax,
n“cbMax opraHoB BnacTu u apyrue
HOPMaTUBHO-MPaBOBbIE JOKYMEHTHI,
pernameHTupytowme obecneveHve
NMHopMaLMOHHOW Be3onacHoCTH
HecoBepLUeHHoneTHuX. flonyckaeTcs
BMECTO KOMUIN pasmMeLlaTtb rmnepcehbInkn Ha
COOTBETCTBYHOLLME AOKYMEHTbI Ha canTax
OpraHoB rocyapCcTBEHHOW BNacTu.

3. [Neparornyecknm TekcT Ha cTpaHuue Pasmewatotcsa metoguyeckme
paboTHUKam canTa pekoMeHJauUnmn 1 yKasbiBaeTcst
Konun ookymeHTOB B WHopMaLIMA O MeEPONPUATUSIX, NPOEKTax
dopmaTte *PDF N nporpaMmmax, HanpaBfeHHbIX Ha

noBblLeHNe NHopMaLMOHHOM
rPamMoTHOCTW Neaarorndecknx paboTHMKOB.

4, Ob6yuyatommes TekcT Ha cTpaHuue Pasmeluaetca nHdopMaUnoHHas namsiTka
canta (npunoxeHue N 2) n ykasbiBaeTcs
MHdOPMaLNS O MEPONPUATUSAX, MPOEKTax




1 nporpaMmMax, HarnpasneHHbIX Ha
noBblweHne NHHOPMALIMOHHON
rpamMoTHOCTM OByyaroLLMXCS.

5. |Pogutensam (3akoHHbIM | TEKCT Ha CTpaHuLe Pasmellaetca nHgopmMaLMoHHasa namsitka
npeacTaBuUTensim) canta (mpunoxeHue N 3).
obyyvatoLmxcs

6. |[etckue 6e3onacHble | TEKCT Ha CTpaHuLe PasmellaeTca nHgopmauus o
cauThbl caunTa peKkoMeHayeMbIX K MICMONb30BaHUIO B

y4yebHoM npouecce 6e3onacHbIX canTax,
6aHHepbl 6e3onacHbIX AETCKMX CalTOB.

OpraHam, ocyLlecTBRsOWMM ynpaBneHve B coepe obpa3oBaHusl, pEKOMEHOYETCS Ha CBOMX oduLmnarnbHbIX
UHTepHeT-pecypcax obecneuntb (PyHKUMOHMPOBaHWE CaMOCTOATENbHOrO W CrneuvanusMpoBaHHOrO pasgena
"MndopmavnmoHHasa 6e3onacHOCTL", B paMKax KOTOPOro NpegycMoTpeTb pa3MeLleHre crieqyrollern nHpopmaumm:

Mpunoxexne N 1

NAMATKA . 5
AnA obY4YAKOLWKUXCA Ob UH®OPMALIMOHHOW BE3OMNACHOCTU OETEU

HENb3A

1. Bcem noapsig coobuwiate CBOK 4acTHy0 MHopMaumio (HacTodwme ums, damunuio, TenedoH, agpec,
HOMep LLKOIbI, a Takke doTorpadum cBoW, CBOEN CEMbU U ApYy3en);

2. OTKpbIBaTb BNOXEHHbIE (halribl ANEKTPOHHOW MOYTbI, KOrAa He 3Haellb OTNPaBUTENS;
3. MpybuTb, NnpuanpaThes, OkasbiBaTb AABIEHME - BECTU ceOS HEBEXITMBO U arpecCrBHO;
4. He pacnopspkancsa geHbramu TBoen cemMby 6e3 paspelleHuns cTapLumx - BCerga cnpaiwiveam poguTenen;

5. He BcTpevarica ¢ NHTEpHET-3HAKOMbIMY B pearibHON XWU3HW - NOCOBETYMCS CO B3POCMbIM, KOTOPOMY
AoBepsieLlb.

OCTOPOXHO

1. He Bce nuwyTt npaegy. YuTtaews o cebe Henpaeay B MIHTepHeTe - coobLum 00 3TOM CBOMM pPOAUTENSM
U onekyHam;

2. MNpvrnawatoT nepenncbiBaTbCs, UrpaTb, 0OMEHMBATLCS - NPOBEPbL, HET N NOABOXA;
3. HesakoHHoe konupoBsaHwue dainnos B IHTepHeTe - BOPOBCTBO;
4. Bcerga paccka3sbiBayi B3pocibiM O npobriemax B ceTu - OHU Bcerga noMoryT;

5. Ncnonb3yn HacTponkn 6e30MmacHOCTM U NPUBATHOCTK, YTOObI HE NOTEPATL CBOWM aKKayHTbl B COLICETSIX U
OpYyrvx nopranax.

MOXHO
1. YBaxan gpyrnx nonb3oBaTenen;
2. MNonb3yelwbca MHTepHET-UCTOMHUKOM - ienan CCbIfKy Ha Hero;

3. OTKprBaVI TOJ1bKO T€ CCbIJ1KM, B KOTOPbIX YBEPEH,




4. O6waTbcs 3a NOMOLLBIO B3POCHbLIM - pOAUTENM, ONEKYHbI U aAMUHUCTPaUUs calToB Bceraa NomoryT;

5. MNpongn obyyeHne Ha carnTe "CeTeBNYOoK" 1 NONyYn NacnopT LUMdpPOoBOro rpaxxgaHuHal

Mpunoxexune N 2

NWH®OPMALIMOHHAA MAMATKA
AOnA OBYYAIKOLWKXCA ANA PASMELLEHUA
HA O®ULUMATIbHbIX UHTEPHET-PECYPCAX

C kaxgblM rogoM MOMOAEXN B MHTEPHETE CTAHOBUTLCS GOMblUe, a LUKOMbHUKM OOHU M3 CaMbIX aKTUBHbIX
nonb3oBatenen PyHeTa. Mexgy Tem, MOMMMO OFPOMHOIO KONMWYecTBa BO3MOXHOCTEN, WHTEPHET HeceT MU
npobnembl. 3Ta NnamMaTKa A0MKHa NOMOYb Tebe 6e3o0nacHO HaXo0aUTLCS B CETW.

KomnbloTepHble BUPYChbI

KomnbloTepHbIi BUPYC - 3TO PasHOBMOHOCTb KOMMbLIOTEPHBLIX MPOrpaMm, OTNUYUTENbHOW OCOBEHHOCTLIO
KOTOPON ABMSIETCS CMOCOOHOCTb K pasMHOXEHWo. B gononHeHue k 3TOMy, BMPYCbl MOFYT MOBpeauTb Wmu
MOJSIHOCTbIO YHWUYTOXWUTb BCe paiinbl U AaHHble, NMOAKOHTPOSbHbIE MOMb30BaTemNo, OT MMEHW KOToporo Obina
3anylleHa 3apaxeHHasi Nporpamma, a Takke NnoBpeanTb UMK AaXe YHUYTOXUTE ONePaLIMOHHY CUCTEMY CO BCEMU
(haitnamu B LienoM. B GonbLUMHCTBE CryyaeB pacrpoCTPaHsTCS BUPYChl Yepe3 MHTEPHET.

MeToabl 3aWmThl OT BPEeAOHOCHDbIX NMporpamMm:

1. Mcnomnb3yih COBpEMEHHble OnepaLMOHHbIE CUCTEMbl, WUMEIOLLME Cepbe3Hbii YPOBEHb 3alUMTbl OT
BPEJOHOCHbIX NMporpamm;

2. MocTosiHHO ycTaHaBnvBan nayvtn (LMdpoBbIe 3annaTku, KOTOpble aBTOMaTU4YeCKW yCTaHaBNMBAlOTCS C
Lenbo fopaboTku nporpaMmbl) U Apyrine oBHOBMEHMST CBOEN OMepaLMOHHON cucTeMbl. CkaumBai UX TOMbKO C
oduumanbHoro canta paspabotumka OC. Ecnu cyliecTByeT pexxmum aBToMaTU4eCKOro 06HOBMEHWS, BKIOYM €r0;

3. PaboTtan Ha cBoeM KOMMblOTEPE NOA NpaBamMu NOMb30oBaTens, a He agMUHUCTpaTopa. ATO He No3BONUT
GONbLUMHCTBY BPeJOHOCHbBIX MPOrpamMm MHCTanIMpoBaTbCs Ha TBOEM NEPCOHAarNbHOM KOMMbIOTEPE;

4. Wcnonb3yih aHTUBUPYCHbIE MpOrpamMmHble MPOAYKTbl WU3BECTHbIX MPOU3BOAMTENEN, C aBTOMATUYECKUM
obHoBMNeHnem 6as;

5. OrpaHunydb U3nM4ecknin 4OCTYN K KOMMNbIOTEPY AMs MOCTOPOHHUX ML,

6. Vicnonb3yi BHELIHWE HOCUTENW MHGOPMaUUK, Takne Kak hneLuka, AUCK unn dpann M3 MHTepHeTa, TOSbKO
13 NPOBEPEHHBIX NCTOYHUKOB;

7. He oTkpbiBal KOMMbIOTEPHbIE (painbl, NONyYeHHble U3 HEHaAEeXHbIX UCTOYHUKOB. [axe Te dainel,
KOTOpble npucnarn TBOW 3HaKOMbIN. Jlyylle yTOYHWU y Hero, OTnpaBnsan nm oH Tebe ux.

Cetn WI-FI

Wi-Fi - aT0 He BMA nepefayv AaHHbIX, HE TexHomnorusi, a Bcero nuuwb 6peHa, mapka. Ewe B 1991 rogy
HugepnaHackas kKomnaHust 3apeructpupoBana 6peHg "WECA", yto ob6osHadano crioBoco4veTaHue "Wireless
Fidelity", koTopbIi nepeBoauTcs Kak "6ecnpoBogHas TOYHOCTL".

[o Hawero BpemeHu powna gpyras abbpeBuaTtypa, KoTopasi SIBNSETCA TakKOW e TexHomnormen. 370
abbpesunaTtypa "Wi-Fi". Takoe Ha3BaHWe ObINIO 4AHO C HAMEKOM Ha CTaHOapPT BbICLUEN 3BYKOBOM TexHMKKU Hi-Fi, 4yTo
B NepeBoe o3HavaeT "BblCOKast TOYHOCTbL".

Oa, GecnnaTHbIi MHTEpHET-4OCTyN B kade, OTensxX M a’sponoprax SABNSETCS OTIMYHON BO3MOXHOCTbIO
BbIX0o4a B UHTepHeT. Ho MHOMMe akcnepThbl cumTaroT, 4To obuwenoctynHble Wi-Fi ceTn He aBnstoTcs 6e3onacHbIMu.

CoBeTbl No 6e3onacHocTM paboTbl B 00WwenocTynHbix cetax Wi-fi:




1. He nepepaBan cBoOw nu4uHyt0 uHopmaumio yepes obwenoctynHole Wi-Fi cetn. PaGoTtasa B Hux,
)XenaTenbHO He BBOAMTb Naponv JOCTyna, NOrMHbI U Kakne-To HoOMepa;

2. Vicnonb3yit 1 06HOBNAN aHTUBUPYCHbIE NporpaMmbl 1 GpaHaMayep. Tem cambiM Tbl 06e3onacullb cebs oT
3aKayku BUpyca Ha TBOE YCTPOWCTBO;

3. Mpwu ncnonesoeannm Wi-Fi oTkntoum doyHkumio "O6wmn goctyn K dpainam n npuHtepam”. [laHHasa dyHKuus
3aKpblTa MO YMOMYaHWI, OOHaKO HEKOTopble Morfb30BaTeENW akTUBUPYIOT ee Ans yaobcTBa MCMNonb3oBaHUSA B
paboTe nnu yyebe;

4. He ncnonb3yn nyonuuHbin WI-FI ona nepegaym nuyHbIX AaHHBIX, HANpUMep Ans Bbixoga B coumarnbHble
CETU NN B 3NEKTPOHHYIO MOYTY;

5. Vicnonb3yn Tonbko 3awmueHHoe coeguHeHue vepe3 HTTPS, a He HTTP, T.e. npu Habope BeG-agpeca
BBOAM MMeHHO "https://";

6. B mobunbHom TenedoHe oTkmounm dyHkumo "lMogkmtoveHne k Wi-Fi aBTomaTtuueckun”. He ponyckam
aBTOMaTU4eCKOro noAkmntodeHms ycrporctea k cetam Wi-Fi 6e3 TBoero cornacus.

CoumanbHble ceTn

CoumanbHble CETU aKTUBHO BXOAAT B Hallly XXW3Hb, MHOTVE Moau paGoTaloT U XMBYT TaM MOCTOSIHHO, a B
Facebook yxe saperctpvpoBaH Munnuapn YenoBek, YTO SABMNSETCA OOHOW cedbMOV BCEX XuTenel nnaHeThbl.
MHorve nonb3oBaTeny He MOHMMAIOT, YTO MHAOPMALIMA, pasMeLleHHass MU B cOLManbHbIX CETAX, MOXET OblTb
HalaeHa 1 Ucrosfib3oBaHa kKem YrofiHo, B TOM Yncre He 06sA3aTernbHO ¢ GnarmMmm HamepeHusamu.

OcCHOBHble coBeTbl M0 6e30MacHOCTU B coLMarbHbIX CETAX:
1. OrpaHunyb cnucok apy3en. Y 1ebsi B Apy3bsiX HE AOMKHO ObITb CNyYalHbIX U HE3HAKOMbIX NIOAEN;

2. 3awumwanm cBOK YacTHYHK XM3Hb. He ykasbiBan naponu, TenedoHbl, agpeca, AaTty TBOEro poXAeHUs u
OPYTY0 NUYHYI0 MHGOPMaLUMI0. 3r0YMbILIIEHHNKA MOTYT UCMNONb30BaTh AaXe MHGOPMaLU0 O TOM, Kak Tbl 1 TBOU
poauTenu nnaHupyeTe NPoOBECTN KaHUKYIbI;

3. Sawmwian cBolo penyTaumio - epXu ee B YUCTOTE U 3agaBan cebe Bonpoc: xoten 6bl Tbl, YTOOLI Apyrue
nonb3oBaTeNM BUAENM, YTO Thl 3arpyxaeLwb? MNMogyman, npexae 4em 4To-To onybrnmkoBaTtb, HAaNUCaTb U 3arpy3unThb;

4. Ecnu Tbl roBOpULLb C N0AbMU, KOTOPbLIX HE 3HaeLLb, HE UCMONb3yil CBOe peasibHOE UMS U OPYIYIO TMYHYI0
MHpOPMALIMKN: UMSI, MECTO XUTENbCTBA, MECTO y4ebbl U NpoYee;

5. M3beran pasmelleHms dotorpadmin B UHTEepHeTe, rae Tl n3obpakeH Ha MECTHOCTU, MO KOTOPON MOXHO
onpeaenvTb TBOE MECTOMONOXEHNE;

6. Mpu peructpaumm B coumansHoW CeTU HEOBXOAMMO UCNONb30BaTh CMOXHbIE NMaponv, CocTosLME 13 ByKB
Y UM M C KONMYECTBOM 3HAKOB He MeHee 8;

7. ns coumnanbHOW ceTu, NOYTbl U APYrMX CanToB HeobxoanmMo 1cnonb3oBaTh pasHble naponu. Toraa ecnu
Tebs B3nomatoT, TO 3MOYMbILUIIEHHWKM NOMyYaT JOCTYN TOMbKO K OAHOMY MECTY, a He BO BCe cpasy.

OneKTPOHHbIe AeHbIN

ONEeKTPOHHbIE AEHbIM - 3TO OYeHb YAOOHLIN CnOco6 nnaTexen, OAHAKO CYLLECTBYIOT MOLUEHHWKKN, KOTopble
XOTAT MONYYUTb 3TW AEHbIW.

SﬂeKTPOHHbIe OeHbIm noAaBuUnmMcb CoBCeéM HeJaBHO U MMEHHO M3-3a 3TOro BO MHOIMX rocygapcrtBax o CUX
nop He NponncaHo NpPo HMX B 3aKOHaXxX.

B Poccun xe oHM (PYHKLMOHMPYIOT U O HUX YXXe MPONUcaHo B 3aKOHe, rae WX pasgensitoT Ha HecKOSbKo
BMOOB - @HOHUMHbIE WU HE aHOHWMHble. PasHuWUa B TOM, YTO aHOHWMHbIE - 3TO Te, B KOTOPbIX paspeluaeTcs
NnpoBoANTbL onepauun 6e3 naeHTUUKaLMM Nonb3oBaTtens, a B HeaHOHMMHbIX MAEHTUdUKaLMSA Nonb3oBaTens
ABNseTca 06a3aTenbHON.

Takxke cnenyet pasimyaTtb INIEKTPOHHbIE (*)l/laTHbIe AOEHbIN (paBHbI rocygapCTtBeHHbIM BaJ'II'OTaM) n




ANEKTPOHHbIe HedpmaTHble AeHbrv (He paBHbI TOCYAapCTBEHHbIM BaniotTam).
OcHoBHbIe coBeTbl N0 6e3onacHol paboTe ¢ 3NEKTPOHHBIMU AeHbramMu:

1. MpuBsHKM K c4ETY MOBUIbHBIM TenedoH. OTO camMblil YAOOHLIN M ObICTPLIN cNocob BOCCTaHOBUTL AOCTYN K
cyety. puBA3aHHbIN TenedoH NOMOoXeT, ecnu 3abyadellb CBOW NMAaTEXHbIM Napofb UMW 3andellb Ha canT C
He3HaKoMOro yCTPOWCTBa;

2. Vicnonb3yn ogHopasoBble naponu. lNocne nepexoga Ha yCcUNeHHy aBTopusauuio Tebe yxe He byger
yrpoXaTb OMacHOCTb KpaXu Unu nepexasara nnaTexHoro napons;

3. Bbibepu cnoxHbin naponb. pectynHukam OydeT He MNpOCTO yragaTb CROXHbI naponb. HapexHble
naponu - 3To Naponu, KOTopble CoAepxaT He MeHee 8 3HaKOB U BKMOYaoT B cebsi CTPOYHbIE U NPONUCHBIE BYKBbI,
LUMpbl M HECKONBbKO CMMBOSOB, TakMe Kak 3Hak gonnapa, dyHTa, BOCKIMUATenbHbIM 3HAK U T.n. Hanpuwmep,
$tRONg!;;

4. He BBOAW CBOM fINYHbIE AaHHbIE HA CalTaX, KOTOPbIM He AoBepsieLlb.

OneKkTpoHHasa noyrta

OneKkTpoHHas no4yta - 3TO TEXHONMOrnA W NpedoCTaBfsieMble €K YCNyru Mo fnepechifike U NOoyyYeHuto
3NEKTPOHHbIX COOOLLEHWIA, KOTOPbIE pacnpedensiTca B KOMMNbloTepHON ceTu. OBbIMHO 3MEKTPOHHBIN MOYTOBBIN
AWMK BLIMMSAWT criegylowmMm ob6pasoM: MMs_Monb3oBaTena@umMs_aomeHa. Takke KpoMe nepegadqv npocToro
TEeKCTa, UMeeTCsa BO3MOXHOCTb nepeAaBaTtb hansbl.

OcHoBHble coBeThbl No 6e3onacHomn paboTe C 3MEKTPOHHOM MOYTOMN:

1. Hapo BbiOpaTb NpaBWIbHbLIA MOYTOBLIA CEpPBUC. B WHTepHeTe eCcTb OrpoMHbIA BbiGOp GecnnaTHbIX
NMOYTOBbLIX CEPBUCOB, OAHAKO NyulLle JOBEPSTb TEM, KO0 3HaeLlb U KTO NepPBbI B PENTUHTE;

2. He ykasbiBam B MNWYHOW MOYTE NWUYHYO  UWHpopmaumo. Hanpumep, nydwe BbiGpaThb
"My3blKanbHbIN_aHat@" nnm "pok2013" BmecTo "Temal13";

3. Ncnonb3yit aByxaTanHyo aBTopusaumio. ATo Korga NoMMMO Maporist HY>XHO BBOAWUTL Kof, MpUcknaeMblii
no SMS;

4. Bblbepy cnoxHbIn naposnb. [ns Kaxaoro No4YToBOro siluka JOMKeH ObiTb CBONM HAL4EXHbIA, YCTOMUYUBBIN K
B3/IOMYy Naporib;

5. Ecnu ecTb BO3MOXHOCTb HanucaTb camMmomy CBOW NNYHbIN BOmnpoc, VICﬂOJ'Ib3y17I 3TY BOSMOXHOCTDb;

6. Vicnonb3yih HECKOMbKO MOYTOBBLIX ALWMKOB. [MepBbI AN YaCcTHOW NEepEenUCcKn ¢ agpecaTaMu, KOTOPbIM Tbl
aoBepsiellb. OTO 3NEKTPOHHbIN aapec He Haao MCMONb30BaTh NpU perncTpauumn Ha opymax n cantax;

7. He oTkpbiBay dannbl 1 gpyrne BnoXeHns B NMCbMax, AaXKe €CNN OHU MPULLINKM OT TBOMX Apy3en. Jlydwe
YTOYHW Y HUX, OTNPaBAANM N1 oHN Tebe 3Tn annbl;

8. MNocne okoH4YaHWst paboTbl Ha MOYTOBOM CEPBUCE MEpPeS 3aKpbITUEM BKIAaAKM C CAanTOM He 3abyadb HaxaTb
Ha "Bbintn".

Kn6ep6ynnuHr unu BUpTyansHoe usaeBarenbcTBO

KnGepOynnuHr - npecriegoBaHne COOGLLEHUAMW, COAEpPXallUMU OCKOpOMeHWsl, arpeccuto, 3anyrmBaHue;
XYNUraHcTBO; coumanbHoe 60MKOTUPOBaHME C MOMOLLBH PasfNYHbIX MHTEPHET-CEPBUCOB.

OcHoBHble coBeThbl No 6opbbe ¢ knbepbynnMHrom:

1. He 6pocarncsa B 6oi. Jlyywmin cnocob: nocoBeToBaTbCsA Kak cebs BECTU U, €CNIN HET TOro, K KOMY MOXHO
06paTuTbCs, TO BHa4are ycrokouTbesl. Ecnm Tl HauyHelb oTBeYaTb OCKOPGMEHMSIMU Ha OCKOPOEHUs!, TO TOMbKO
elle 6onblue pasoxckeLlb KOHAINKT;

2. YnpaBnsii cBoen knbeppenyTtauuen;




3. AHOHMMHOCTb B CETU MHUMaS. CyLIJ,eCTByI-OT CnocoObl BbIAICHUTb, KTO CTOUT 38 aHOHUMHbIM aKKayHTOM;

4. He cTtounT BECTU XynUraHckuin obpas BUPTYyanbHOW XU3HU. NHTEpHET dukcnpyeT Bce TBOM OENCTBUS U
coxXpaHsieT ux. Yganutb ux byaet kpanHe 3aTpyaHUTENBHO;

5. Cobnitogart cBOK BUPTYarnbHY YeCTb CMOSOAY;

6. UrHopmpyn eguHuuHbn HeraTms. OgHOpasoBble OcKOpOUTErNbHblE COOBLLEHMS nyylle UrHOPUPOBAaThb.
O6bIYHO arpeccus NpekpaLlaeTcs Ha HavyanbHOM CTaanu;

7. baH arpeccopa. B nporpammax obmMeHa MrHOBEHHbIMW COOOLLEHUSMU, B cCouMarnbHbIX CeTAX €CTb
BO3MOXHOCTb HTOKMPOBKM OTMNPaBkM COOBLLEHNI C ONpeaeneHHbIX aapecos;

8. Ecnu Tbl cBngeTens knbepbynnuHra. TBoM OeNCTBUSA: BbICTYNWUTL NPOTMB NpecnegoBaTens, nokasaTtb eMy,
4YTO ero AenCTBMSA OLEHMBAKTCA HeraTMBHO, NoadepXaTb XKepTBY, KOTOPOW HyXXHa MNCUXONornyeckas NoMOLLUb,
coobLWNTL B3pOCnbIM O hakTe arpecCMBHOIO NOBeAEHMUS B CETU.

Mo6unbHbIN TenedoH

CoBpeMeHHble cMapTdOoHbI 1 NaHWweTbl cogepaTt B cebe BrnonHe B3pochblii hyHKLUMOHAN, U Tenepb OHU
MOTYT KOHKYPMPOBaTb CO CTaLMOHApPHbIMKU KoMrbloTepamu. OOHako, cpeacTB 3alliuTbl AnA NoA0GHbLIX YCTPOWCTB
noka o4YeHb Maro. TecTMpoBaHWE U MOUCK YA3BMMOCTE B HUX MPOUCXOAMT He Tak MHTEHCUBHO, kak ans MK, To xe
camoe KacaeTcsl U MOBUIMbHbBIX MPUMOXEHUA.

CoBpeMeHHble MOGWUMbHbIE 6pay3epbl yxe MPaKTUYECKU [OrHamnM HacToNbHble aHanorM, OAHaKo
paclumpeHve (hyHKLMOHana BrieveT 3a coboi GOorbLUYO CIOXHOCTE M MEHbBLUYHO 3aLLMLLEHHOCTb.

[aneko He BCe MpPOW3BOAMTENM BbIMyCKalOT OBOHOBNEHUS, 3akpblBaloLmne KpUTUYeckue yA3BUMOCTU Ans
CBOWX YCTPOWCTB.

OcHoBHble coBeTbl Ans 6e3onacHoCcTM MObunbHOro TenedoHa:

Huyero He saBnseTca no-Hactosiwemy OecnnatHeiM. Bbyab OCTOpOXeH, Beab korga Tebe npepgnarator
GecnnaTHbIN KOHTEHT, B HEM MOTYT ObITb CKPbITbI Kakne-To MraTHbIE YCryry;

Oyman, npexge yem otnpaBuTb SMS, oTO Mnn BMAeo. Tbl TOYHO 3Haelb, rAe OHW OyayT B KOHEYHOM
ntore?

Heobxoanmo 0BHOBNATL ONepaLnoHHY CUCTEMY TBOEro CMapTdOHa;
Mcnonb3yih aHTUBMPYCHbIE NpOrpamMMbl A5t MOOWIbHbIX TENEWOHOB;

He 3arpyxaii NpUNoXeHuss OT HEWU3BECTHOrO WCTOYHMKA, Bedb OHW MOryT COAepXaTb BpedoHOCHOe
nporpaMMHoe obecneyeHme;

Mocne Toro kak Tbl BbIAELWb C caiTa, rae BBOAUN NINYHYIO MHGOPMaLMIo, 3aiaM B HAacTporkn Bpaysepa u
yoanwu cookies;

Mepuroanyeckn NpoBepsn, Kakme nnaTHble YCIyrM akTMBMpPOBaHbI HA TBOEM HOMEPE;

,El,aBa|7| cBOWN HOMeEp MOOWNBHOro Te.l'le(*)OHa TOJ1bKO JNMIAAM, KOTOPbIX Thbl 3Haellb 1 KOMY [jOBepHA€ELlb;

Bluetooth gomkeH ObITb BIKMOYEH, KOrga Tl UM He Nonb3yelbes. He 3abbiBan nHorga npoBepAThb 3T0.
Online urpsbl

CoBpEeMEHHbIE OHMaMH-UIPbl - 3TO KpaCOYHble, 3axBaTbiBalOLME pasBriedeHusi, obbeanHALmne COTHU
TbICAY YenoBeK Mo Bcemy Mupy. Urpokm mccnedyloT OaHHbIA UM Mup, obLiarTcs apyr C OPYroM, BbIMOMHAT

3aaHunA, cpaxarTca C MOHCTpaMn U Nony4varoT OnbIT. 3a yAOBOJIbCTBME OHU NNATAT: NOKYNakT AUCK, onfnavynBaroT
aboHeMeHT unm npuobpeTaroT Kakne-To onumm.

Bce aTM cpeactBa uayT Ha nopdepkaHue M pasBUTUE UIPbl, @ Takke Ha camy 6e3onacHocTb:
COBEPLLEHCTBYIOTCA CUCTEMbI aBTOPM3aLMM, BbINyCKAlOTCA HOBble nmatyn (UMdpPOoBbIE 3annaTtky Ans nporpamm),




3aKpbIBalOTCA YA3BMMOCTU CEPBEPOB.

B nopoGHbIx nrpax CTouT onacatbCA He CTOJIbKO CBOUX COMNEPHUKOB, CKOJIBKO KpaXW TBOEro naposd, Ha
KOTOpPOM OCHOBaHa cuctema aBTopun3auunn GonbLlUMHCTBA urp.

OcHoBHble coBeThbl N0 6e30MacHOCTM TBOErO UIPOBOIO aKKayHTa:

1. Ecnn ppyron urpok BegeTt cebs nnoxo unu cosgaeTt tebe HenpuaTHOCTM, 3abNOKMpyn ero B Crncke
UIPOKOB;

2. I'Io>|<any17|cs=| agMUHUCTPaTopam Urpbl Ha NnJiioxoe noBegeHne 3Toro Urpoka, XerartesibHo NpuiioXnTb Kakne-
TO AOKa3aTellbCTBa B BWOEe CKPUHOB;

3. He ykasbiBal nu4yHyto nHdopmaumio B npodanne urpbl;
4. YBaxan gpyrux y4acTHUKOB MO Urpe;

5. He ycTtaHaBnuBam HeodmumanbHble NaTyn U Moabl;

6. cnonb3yn CnoXxHble U pasHble Naponu;

7. Oaxe BO Bpemsa Urpbl HE CTOUT OTKMOYaTb aHTMBMpyc. [Moka Tbl uUrpaellb, TBOW KOMMNbHOTEP MOTyT
3apasuTb.

DULLMHT UK KpaXKa NINYHbIX AaHHbIX

O6bI4HOM Kpa>|<e17| aeHer n OOKYMEHTOB CerogHA yxXe HUKOro He yamBullb, HO C pa3BUTUEM UHTEPHET-
TEXHONOornmn 310YMbILUNTEHHUKN NepeMeCTUITMCb B UHTEPHET, N NPpOoAO0JKaloT 3aHMMaTbCA "nobumebiM" genom.

Tak nosiBunacb HoBas yrposa: MHTEPHET-MOLLUEHHUYECTBA UMM PULLIMHT, TMaBHas Lefb KOTOPOro COCTOUT B
nonyyeHnn KoHduaeHUmarnbHblX JaHHbIX Nonb3oBaTenen - norMHoB 1M naponen. Ha aHrnuiickom sasbike phishing
ynTaetcs kak dmwmHr (ot fishing - peibHast noens, password - naporb).

OcHoBHble coBeTbl No 6opbbe ¢ PULLMHIOM:

1. Cnegu 3a cBomM akkayHTOM. Ecnu Tl nogo3peBaellb, YTO TBOSA aHKeTa Bbina B3noMaHa, To Heobxogumo
3abnokupoBaTb ee 1 CoobLLMTb aAMUHUCTPaTOpaM pecypca 06 3TOM Kak MOXHO CKOpee;

2. VlCI'IOJ'Ib3yl7I Oe3onacHble Be6-canTbl, B TOM YMChe, MHTEPHET-Mara3amHoB N MONCKOBbIX CUCTEM;

3. Vcnonbayih cnoxHble U pasHble naponu. Taknm obpa3om, ecrniv 1ebs B3NomaroT, TO 3M0YMbILLNIEHHMKN
rony4aTt 4OCTYN TOMbKO K OOHOMY TBOEMY NPOMUII0 B CETU, @ HE KO BCEM,;

4. Ecnin Tebs B3nomanu, To He06X0AMMO NpeaynpeanTb BCEX CBOMX 3HAKOMbIX, KOTOpble fobaBneHbl y Tebs
B Opy3bsiX, O TOM, 4TO Tebsi B3nomanu 1, BO3MOXHO, OT TBOEro MMeHn OyAeT pacchinaTbCa Crnam M CCbIIKM Ha
(PULLNHIOBbIE CalnThl;

5. YcraHoBu HagexHbin naponb (PIN) Ha MobunbHbIN TenedoH;

6. OTkrtoun coxpaHeHne napons B Opaysepe;

7. He oTkpbiBan hannbl 1 gpyrme BrOXEHUS B NUCbMax, AaXe ecriv OHWU NPULLIK OT TBOMX Apy3en. Jlydwe
YTOYHU Y HUX, OTNPABASANU N1 OHM Tebe 3Tu arnebl.

LindpoBas penytaums

Lindpoeas penytaums - 3T0 HeraTuBHas UM No3nTUBHas MHpopmaumsi B cetTu o Tebe. KomnpomeTtupytowas
WHpopMaLng, pasMeLLeHHasa B MHTEPHETE, MOXET Cepbe3HbiM 06pa3oM OTPa3nTbCs Ha TBOEW peanbHOM XU3HM.
"LindppoBas penytaumsi” - 3T0 TBOM UMUIXK, KOTOPbIA OPMUPYETCS U3 MHCpopMaLnM O Tebe B MHTEPHETE.

TBOE MECTO XUTEeNbCTBa, yqe6b|, TBOE (bVIHaHCOBoe nonoxeHume, ocobeHHOCTH XapaKktepa U pacckasbl O
OGrM3KUX - BCE 3TO HaKannMBaeTCcs B CETU.




MHoOrne nogpoCTKM NErkoMbICIIEHHO OTHOCATCA K nybnukauum nmyHon uHdopmauun B MHTepHeTe, He
NOHVMas BO3MOXHbIX NOCNeacTBUN. Thl faxe He CMOXeLlb AoragatbCsi O TOM, YTo doTorpadus, pasmMeLleHHas 5
neT Hasag, ctana NpUYnHOM OTKasa NpuUHATL Tebsa Ha paborTy.

KoMmeHTapuu, pasmMeLleHne TBoux potorpadun n gpyrne 4encTtBus MOryT He UCHE3HYTb daxke nocne Toro,
Kak Tbl MX yganuwb. Tbl HE 3HaeELlb, KTO COXpaHuI 3Ty MHGOpMauuMio, nonana M oHa B MOUCKOBbIE CUCTEMBI U
CcOoXpaHunacbh N OHa, a rMaBHOE: YTO NOAYMAIOT 0 Tebe OKpyxatoLLme NoAKn, KoTopble HangyT 1 yBMAAT 3T0. HanTtu
MHOPMALIMIO MHOTO FIET CNYCTA CMOXeT tobon - kak U3 fobpbix NOOYXOEHUN, Tak U C HAMEPEHNEM NMPUYUHNUTD
Bped. ATO MOXET ObITb KTO YrogHo.

OcHoBHble coBeTbl NO 3aLuTe ungpoBor penyTauum:
1. Nogyman, npexae Yyem 4YTO-TO Ny6rMkoBaThb 1 NepenasaTth y cebs B 6riore unu B counansHoOM CeTu;

2. B HacTponkax npoduns yCTaHOBM OrpaHWdeHns Ha MPOCMOTP TBOEro nNpodunsd u ero CoaepXumoro,
caenai ero Tonbko "aAnga apysen”;

3. He pasmeluaii 1 He ykasbiBall MHOPMaLUIO, KOTOPasi MOXET KOro-nnGo ockopGnsTh UK 06UXaTb.
ABTOpCKOe npaBo

CoBpeMeHHble LUKOMbHWKK - aKTUBHbIE MoNb3oBaTenn LUmMdpoBoro npoctpaHcTea. OgHako Aarneko He Bce
3HalT, 4YTO MOMb30BaHME MHOTVMU BO3MOXHOCTAMM ULMPOBOro Mupa TpebyeT cobGniofeHuss npaB Ha
WHTENNeKTyanbHyto COGCTBEHHOCTb.

TepMuH "MHTENnekTyanbHasi COOCTBEHHOCTb" OTHOCUTCHA K PasfMyHbiM TBOPEHWUSIM YEnOBEYEeCKOro yma,
Ha4yMHasi C HOBbIX N300pPETEHMIN N 3HAKOB, 0603HaYaloLLMX COBCTBEHHOCTb HA MPOAYKTLI U YCMyr, U 3akaH4MBasi
KHuramm, gotorpadmsamm, KWUHOPUNBEMaM1 U My3blKanbHbIMU NPOU3BEAEHUAMMU.

ABTOpCKME MpaBa - 3TO NpaBa Ha MHTENNEKTyarnbHyl0 COGCTBEHHOCTb Ha NMPOU3BEAEHMS HAayKK, NMTepaTypbl
N UCKyccTBa. ABTOPCKME NpaBa BbICTYNaloT B KaYecTBe rapaHTUM TOro, YTO WHTENNeKTyarbHbIN/TBOPYECKUA Tpya,
aBTopa He GyaeT HampacHbIM, 4acT eMy cripaBesiMBble BO3MOXHOCTY 3apaboTaTb Ha pesyrnbTaTax CBoero Tpyaa,
MOSlyYnTb W3BECTHOCTb W MpusHaHue. HukTo Ges paspelleHUss aBTopa He MOXeT BOCMPOW3BOAUTL Ero
npousBeeHne, pacnpocTpaHsaTb, Ny6NMYHO AeMOHCTPMPOBaTh, NpPofaBaTh, UMNOPTUPOBaTb, MycKkaTb B MpOKar,
MyGNNYHO UCTIONHSTL, NOKa3biBaTb/MCMONHATL B 3dnpe unu pasmeLlaTs B IHTepHeTe.

Mcnonb3oBaHue "I'IVIpaTCKOFO" nporpammMmHoro obecneyeHnsa MoxeT npunBeCcTn K MHOIMM pUCKamM: OT NnoTepu
OaHHbIX K TBOMM akkayHTamM A0 6J'IOKMpOBKI/1 TBOEero yCTpOﬁCTBa, roe yCraHoBJieHa HeneranbHaa nporpamMmma. He
CTOMUT Takxke 3abbiBaTb, YTO CyLLEeCTBYIOT JleralibHble U B6ecnnartHble nporpamMmmbl, KOTOpble MOXHO HanTK B CETU.

O noprtane

CeTeBMYOK.ph - TBOW rMNaBHbIN COBETYMK B CeTW. 34eCb Thbl MOXelWb y3HaTb O ©e3onacHoOCTM B ceTu
MOHATHBIM M AOCTYMHbIM A3bIKOM, @ NMPU BO3HUKHOBEHMMN KPUTMYECKON CUTyaumm obpaTntbCa 3a COBETOM. A Takke
NPUHATb y4acThe B KOHKypcax 1 cTaTb caMbiM LIMPPOBLIM rpaxgaHnHom!

MpunoxeHne N 3

NAMSATKA AN POOUTENEX OB NUH®OPMALIMOHHOW BE3OMACHOCTU OETEN

OnpepeneHve TepmnHa "nHdopmMaLMoHHasa 6e3onacHocTb aeten” copepxutca B degepansHom 3akoHe N
436-®3 "O szawute geten OT MHopMaUMK, NPUUUHSAIOLLENA Bped WX 340POBbID U PasBUTUIO", PeErynmpyroLum
OTHOLLEHWS, CBSA3aHHbIE C 3alUTON AeTen OT MHopMaLnn, NPUYNHSAOLLEN Bpea UX 340POBbI0 U (UNK) pasBUTUIO.
CornacHo gaHHOMY 3akoHy "MHdopmauuoHHasi 6e3onacHOCTb AeTen" - 9TO COCTOSIHME 3alUMLLEHHOCTU, Mpu
KOTOPOM OTCYTCTBYET PUCK, CBA3AHHbLIN C NpUYMHEHNEM NHOPMaLMen Bpeaa Nx 340poBbio 1 (Unn) ousmdeckomy,
NCUXNYECKOMY, OYXOBHOMY, HDABCTBEHHOMY Pa3BUTUIO.

B cuny ®epepanbHoro 3akoHa N 436-P3 nHdopmaumnen, NpuUMHSIOLWEN Bpen 300P0OBbI0 U (M) pas3BUTULO




aeten, ABNAETCS:
1. MHpopMaum4, 3anpeLLeHHas ansa pacnpocTpaHeHus cpean neTen;

2. uvHdopmauus, pacrnpoCcTpaHeHne KOTOPOM OrpaHMYyeHO cpeau geten onpedeneHHbiX BO3pPacTHbIX
KaTteropun.

3. K mHdopmaumm, 3anpeLleHHon Ang pacnpocTpaHeHns cpean AeTen, OTHOCUTCSA:

4. nHdopmauus, nobyxaawlwas geTtel K COBEPLUEHUIO OEWCTBUI, NpeAcTaBnsioWmnX Yyrpody UX XU3HU U
(vnn) 300poBbIO, B T.4. MPUYMHEHMWIO Bpeda CBOeMy 340PO0Bblo, CaMOyGUIACTBY;

5. cnocoBHOCTb BbI3BaTb Yy AETEN XenaHue ynoTpebutb HapKoTUYECKME CpecTBa, NMCUXOTPOMHbIE U (KUnn)
ogoypmaHuBaloLlme BellecTBa, TabayHble M3Oenus, ankororibHyH W CNMPTOCOAEPXKALLYH MNPOAYKUMIO, MUBO M
HanWTKW, U3roTaBMMBaeMble HA €ro OCHOBE; MPUHATb y4acTUe B a3apTHbIX Urpax, 3aHUMaTbCsi NPOCTUTYLMEN,
BpoAsKHNYECTBOM UMK NONPOLLANHNYECTBOM;

6. obocHoBbIBawLWas unu onpasgbiBaloWwas [OMNYyCTUMOCTb Hacunua un - (Mnu) KectokocTn  nunbo
nobyxxaarLuas OCyLLeCTBNATb HACUMbCTBEHHbIE AENCTBUSA NO OTHOLLEHMIO K MIOAAM U XXUBOTHbLIM;

7. oTpuuatoLlas cemeiHble LLeHHOCTU U DOpPMUPYIOLLAs HeYBaXXeHUe K poauTenam u (Unum) ApyruM yneHam
CceMbM;

8. onpaegbiBaloLas NpoTMBONPaBHOE NOBEAEHNE;
9. cogepXawas HeLeH3YypHyo BpaHb;
10. cogepxallas MHopMaLmo NopHorpadryecKkoro xapakrepa.

K wuHdopmauum, pacnpocTpaHeHMe KOTOPOW OrpaHMyYeHo cpeau neTen onpefeneHHoro Bo3pacTa,
OTHOCUTCH:

1. MHd)OpMaLI,Mﬂ, npeacraengaemMas B suae M306pa)KeHI/IF| UM onmcaHma XecTtoKoCTH, d)M3I/I‘-IeCKOFO n (I/IJ'II/I)
NCNUXn4ecKoro Hacunua, npecTtynineHna nnm NHoro aHTMOOLLLECTBEHHOIO AENCTBUS;

2. BbI3blBaOLWAs y AETEN CTpax, yXac Wnu naHwky, B T.4. MpeAcTaBrnisiemMas B Buae M3obpaxeHus unm
OonucaHWs B YHWXKalOLleh 4enoBeyeckoe [AOCTOMHCTBO ()OpMe HEeHaCUNbCTBEHHOW CMepTH, 3aboneBaHwus,
camoybuncTBa, HECHACTHOrO Criyvasi, aBapum Unu katactpodbl 1 (Mnu) nx NocneacTeuin;

3. npeactaBnsdemas B Buge u300paXeHMs WM ONMCAHUSA MOSMOBbIX OTHOLIEHWA MEXOY MY>XYMHOW W
YKEHLLIMHOM;

4. cogepxallas 6paHHbIe CnoBa U BblpaXXeHud, He OTHOCALLMECA K HeLl,eH3ypHOI7I 6paH|/|.

C yyeTtom atoro Bam npegnaraiotca npaBuna paboTbl B ceTu VIHTEpHeT Ans pasnuyHbiX BO3PACTHbIX
KaTeropun, cobnogeHme KOTopbiX MO3BONUT obecneunTb MHOPMaLUOHHY0 6e30MacHOCTb BaLLMX AETEN.

O6wwue npaBuna ans poauTenen

1. HesaBncumo ot BospacTta pebeHka ncnonb3ynte nporpaMmMmHoe obecnedeHme, nomoratoLiee punbTpoBaTb
N KOHTpoNupoBaTb MHpOPMaLUto, HO He MonaranTech MOMHOCTLIO Ha Hero. Balle BHUMaHWe Kk peGeHKy - rnaBHbIN
MEeTOA 3alUnThI.

2. Ecnn Baw pebeHOK MMeeT akkayHT Ha Oo4HOM M3 couunanbHbIX cepBucoB (Livedournal, blogs.mail.ru,
vkontakte.ru u T.n.), BHUMATENBHO N3y4YnTE, Kakylo MHPOPMaLMIO MOMELLAIOT €ro Y4acTHMKM B CBOUX Mpodunsax u
6norax, Bkntovasi potorpaduun u BUAEO.

3. MNpoBepbTe, C KakKMMXU ApYyrMMu carWTaMu CB3aH couumanbHbll cepBuc Bawero pebeHka. CTpaHuykm
Bawwero pebeHka moryT ObiTb 6€30MacHbIMU, HO MOTYT M COOEPXKaTb CCbIMKU Ha HeXenaTerbHbIe U OMacHbIE CanThl
(Hanpumep, NOPHOCANT, UMK CalT, HA KOTOPOM ApYr YNOMMHAeT HOMep COTOBOro TenedoHa Baluero pebenka nnm
Baw pomaluHum agpec)

4. MoowpsnTte Bawwux geten coobwate 060 BCEM CTPAHHOM MM OTTasNKMBAKOLWEM W HE CIIMLIKOM OCTPO




pearvpyiTe, Koraa OHV 3TO AenatoT (M3-3a onaceHus noTepsATb A0CTYN K MHTepHeTy AeTU He roBopAT poauTensmM
0 npo6nemax, a Takke MOryT HayaTb UCMONb30BaTb VIHTepHET BHe AOMa W LLKOSbI).

5. BygobTe B Kypce ceTeBoW M3HU Bawero pebeHka. MIHTepecyiiTech, KTo nx apy3bs B IHTEpHET Tak Xe, Kak
NHTEpecyeTecb pearnbHbIMU APY3bsiMU.

BospacT ot 7 go 8 net

B WNHTepHeTe pebeHOK cTapaeTcs MoCeTUTb Te UMM MHble CalTbl, @ BO3MOXHO W 4aTbl, paspelleHne Ha
rnocelleHne KOTOpbIX OH He nonyyun Obl OoT poautenen. osTomy poguTensim OCOOEHHO nonesHbl dyayT Te
OTYyeTbl, KOTOpble MPedoCTaBnslOTCA MporpaMMaMy MO  OrpaHWYeHuo  Ucnonb3oBaHust VIHTepHeTa, T.e.
PoouTtenbcknii KOHTPOMb UK TO, YTO Bbl CMOXETE YBMAETb BO BpEMEHHbIX pannax. B pesynbrtate, y pebeHka He
OydeT oLyLeHNs, YTO 33 HUM BeOEeTCSH MOCTOSHHbIA KOHTPOfb, OOHaKo, poauTenu OyayT no-npexHemy 3HaTb,
Kakme canTbl nocewjaeTr mx pebeHok. [leTm B gaHHOM Bo3pacTte ob6rafaloT CUMNbHbIM YYBCTBOM CEMbMW, OHU
OOBEPUYMBbI U HE COMHeBatTCca B aBToputeTax. OHM MobAT urpatb B CETEBble WUrpbl U MyTELIECTBOBATb MO
UHTepHeTy, UCNOoMnb3ysa 3NEeKTPOHHYI0 MOYTY, 3aX0AUTb Ha CalTbl N YaTbl, HE PEKOMEHO0BaHHbIE POAUTENSAMN.

CoBeThbl No 6e3onacHocTy B ceTu IHTepHeT anga aeten 7 - 8 net

1. CospaviTe CMMCOK AOMALLUHUX NpaBuIl MocelleHus VIHTepHeTa npu yyYacTuM OeTen u TpebyinTe ero
BbINOMHEHUS.

2. TpebywnTte oT Bawero pebeHka cobnogeHnsi BpEMEHHbIX HOPM HaxoXAeHWs1 3a KOMMNbOTEPOM. [okaxuTe
pebeHky, 4To Bbl Habnogaete 3a HUM He MOTOMy 4TO Bam aTo xo4veTcs, a notomy 4To Bbl Gecnokoutecb o ero
©e3onacHoCTU 1 Bcerga rotoBbl €My NOMOYb.

3. KomnbloTep ¢ nogkntoveHnem Kk NHTEpHETY OOIMKEH HaxOAMTbCA B OOLWEen KoMHaTe nog NpuCMOTPOM
poauTenen.

4. |/|CI'IOJ'Ib3yl71Te cneunanbHble JETCKMUE NMOUCKOBbIE MaLLUUHbI.

5. Ucnonbayiite cpeactea GnokmpoBaHus HexenaTterlbHOro KOHTEHTa kak AOMOSIHEHME K cTaHAapTHOMY
PoantenbCckomMy KOHTPOSHO.

6. Co3pgainte ceMenHbI SNEKTPOHHBIV SLWKK, YTOBbI HE NO3BONUTL OETAM UMETb COOCTBEHHbIE adpeca.

7. BriokupyitTe goctyn Kk cantam ¢ 6ecnniaTHbIMU MOYTOBBLIMU SLLUMKAMKM C MOMOLLBI0 COOTBETCTBYIOLLEIO
nporpammHoro obecnedeHus.

8. Mpuyunte pgeten cosetoBaTbCca ¢ Bamm nepen onybnukoBaHuem kakon-nmbo nHdopmauumm cpeacrtsamm
3MEKTPOHHOM MOYThbI, YaTOB, PErMCTPaLMOHHBLIX (OPM 1 Npodunen.

9. Hayuute getewn He 3arpyxaTb dainbl, MporpaMmmbl UM My3biKy 06e3 BaLlero cornacusi.
10. He pa3speluarite AeTAM MCNOMb30BaTb CNyX0Obl MTHOBEHHOIO 06MeHa COOBLLEHNAMN.

11. B "Genbli" CNMCOK CaWTOB, pas3peLUeHHbIX AN MOCELLEHUs, BHOCUTE TOMbKO CalTbl C XOPOLUEn
penyTauunen.

12. He 3abbiBaiite 6ecegoBath ¢ AeTbMU 06 X gpy3bsx B MIHTepHeTe, kak ecnv Obl pedb Wwra o Apy3bsx B
peanbHOM XXN3HW.

13. He penawite "taby" n3 BONpocoB NONOBOW XN3HU, Tak Kak B IHTepHeTe AeTn MOryT fnerko HaTKHYTbCS Ha
nopHorpadguio Unn canTbl "anga B3pocsnbIxX".

14. Mpuyunte Bawero pebeHka coobwaTb BaM 0 NOOLIX yrpo3ax unm TpeBorax, CBA3aHHbIX ¢ VIHTepHETOM.
OctaBanTecb CMOKOWHbLIMA U HanoMHWUTE AETAM, YTO OHM B ©e30MmacHOCTW, ecnn camm pacckasanu BaM O CBOUX
TpeBorax. [oxBanure ux u NOCOBETYNTE NOAOWTU eLle pa3 B NoA06HbIX Cryyasix.

Bospact geteu ot 9 go 12 netr

B maHHOM BO3pacTe OeTu, Kak MpaBuro, YXe HachblllaHbl O TOM, Kakas MHdopmauua cyliectsyeT B
NHTepHeTe. CoBEpLUEHHO HOpMarbHO, YTO OHM XOTST 3TO YBUAETb, MPOYECTb, yCnbiwaTtb. [Npy 3TOM HYXHO




NMOMHUTb, 4YTO AOOCTYNn K HeXenaTtelsibHbiIM MaTtepuanam MOXHO Jerko 3a6J'IOKI/IpOBaTb npu nomowmn cpeacrts
Poautenbckoro KOHTpONA.

CoBeTbl No be3onacHocT Ana geten ot 9 go 12 net

1. CospgainTe CNUCOK AOMAlLHWMX MpaBWil MocelleHus VIHTepHeT npu ydacTuu geteil u Tpebyiite ero
BbINOMHEHUS.

2. Tpebynte ot Bawero pebeHka cobnogeHnss HOPM HaxoXOEeHUs 3a KOMMbIOTEPOM.

3. Habnwogante 3a pebeHkom npu paboTe 3a KOMMLIOTEPOM, MoKaxute emy, Yto Bbl Gecnokontecb 0 ero
6e30nacHOCTM U BCerga roToBbl OKa3aTb eMy MOMOLLb.

4. KomnbloTep ¢ nogkniodeHneM B WHTepHeT OoMmKkeH HaxoaAuTbCs B 0OOLLel KOMHaTe MnoAd NpUCMOTPOM
poauTenen.

5. Vicnonb3yinte cpeactBa GrOKMPOBAHUS HeXenaTenbHOro KOHTEeHTa Kak [[OMOfIHeHWe K CTaHgapTHOMY
PooutenbckoMy KOHTPOJHO.

6. He 3abbiBariTe npuHnMmaTh HENnocpeaCTBEHHOE ydacTue B Xn3Hu pebeHka, 6eceqoBatbh ¢ AeTbMu 06 nx
Opy3bsax B VIHTepHeTe.

7. HactauBaiite, 4ToObl E€TU HUKOTAA He cornallanncb Ha JNIMYHbIE BCTPEYN C APY3bsaMU MO HTEpPHETY.
8. MNo3BonsanTe geTam 3axoauTb TONLKO Ha canTbl U3 "6enoro” cnmcka, KoTopbi co3ganTte BMECTE C HUMMN.

9. Mpuyunte geTen HMKOrga He BblAaBaTb JINYHYIO MHAOPMALMIO CpeacTBaMmM SMEKTPOHHONM MOYThI, YaToB,
CUCTEM MrHOBEHHOro 0OMeHa COOBLLEHNSMU, PErUCTPALIMOHHBIX (POPM, MNYHBIX NPOUNen 1 Npu perncTpaunm Ha
KOHKypCbl B IHTepHeTe.

10. Mpuyunte OeTei He 3arpyxaTb NporpamMmbl 6e3 Bawero paspelueHusi. OBbSACHATE UM, YTO OHU MOTYT
CryyaliHO 3arpya3unTb BUPYCbI UK OpPYroe HexenartensHoe nporpammHoe obecrnedeHue.

11. Cospante Bawemy pebeHKy orpaHU4eHHyo yY4eTHYIo 3annch s paboTbl Ha KOMMNbloTEpPe.

12. Mpuyunte Bawero pebeHka coobaTb BaM 0 NOOLIX yrpo3ax unm TpeBorax, CBA3aHHbIX ¢ VIHTEpHETOM.
HanomHuTe getsim, 4To oHM B 6e30nacHOCTU, eCnv camMy pacckasanv BaMm O CBOMX TPEBOrax M OnaceHusx.

13. Pacckaxute getsim o nopHorpacumn B IHTepHeTe.

14. HactamBante Ha ToM, YTOObI A4E€TU NPEAOCTaBNSANM BaM OCTYN K CBOEW 3M1EKTPOHHOW NoYTE, YTOOLI Bl
y6egunmce, YTo OHM He OBLLIaTCsl C HE3HaAKOMLLaMM.

15. OGbsicCHUTE OEeTSAM, YTO HeMb3s UCMONb30BaTb CETb AJIS XyJIUraHCTBa, PacnpoOCTPaHEHUs CrieTeH Uiu
yrpoa.

BospacT aeteit ot 13 go 17 ner

B aTom BO3pacTe NOAPOCTKM aKTUBHO MCTONb3YHOT NMOUCKOBLIE MalUMHbI, MOSb3YHOTCS SMEKTPOHHOM MOYTOW,
cnyx6amy MrHOBEHHOro obMeHa COOBLLEHUAMW, CKauMBaloT My3blky M unbMbl. Manbymkam B 3TOM BO3pacTe
Gonblle MO HpaBy CMeTaTb BCE OrpaHWYeHusl, OHM XaxayT rpyboro tomopa, asapTHbIX WUrp, KapTUHOK "Ons
B3pocnbix". [eBoyku npennouymtaloT oblatbCA B 4aTtax, Npu 3TOM OHM ropasdo 6Gonee 4yBCTBUTENbHbI K
ceKkcyarnbHbIM oMoraTenscTsam B MHTepHeTe.

3avacTylo B JaHHOM BO3pacTe POAUTENSM yXe BeCbMa CIOXHO KOHTPONUpoBaTb CBOMX OEeTeW, Tak kak 06
NHTepHeTe OHW yxxe 3HaloT 3HauuTenbHO Oonblue cBoux poauTenei. Tem He MeHee, He OTMyckaWTe OeTen B
"cBoboaHoe nnaBaHue" no NHTepHeTy. CTapantecb akTMBHO y4acTBoBaTh B 00LleHun pebeHka B IHTepHeTe.

BaxHO no-npexHemy cTporo cobnogate npasuna WHTepHeT-6e3onacHOCTM - cornaweHve Mexay
poauTenamu n getbMu. Kpome Toro, HeEOGXOAMMO Kak MOXHO 4alle npocMaTpuBaTb OTYETbl O OeATenbHOCTU
aeten B WHTepHete. CnegyeT obpaTuTb BHUMaHWE Ha HeEOBXOAMMOCTb COAepXaHWs POAUTENbCKMX Mnaporewn
(naponen agMUHMCTPaTOPOB) B CTPOIOM CeKpeTe 1 06paTnTb BHMMaHWE Ha CTPOroCTb 3TUX Naponew.




CoBeTbl No 6e3onacHoOCTM B 9TOM Bo3pacTe oT 13 go 17 net

1. CospgainTe CNMCOK OOMAaLUHUX MNpaBWil MocelwleHns VIHTepHeTa npu yvacTum MNOAPOCTKOB UM Tpebynte
6e3ycrnoBHOro ero BbinonHeHus. Obroeopute ¢ pebeHKOM CMUCOK 3anpeLLeHHbIX CanToB ("Y4epHbIR cnucok"), Yachl
paboTbl B VIHTEpHETE, PYKOBOACTBO MO 00LLeHnto B IHTepHeTe (B TOM Yncrne B YaTtax).

2. KomnbtoTep ¢ nogknoyeHnem K cetm IHTepHeT AOMmKeH HaxoaAnTbCs B O0OLLEN KOMHATE.

3. He 3abbiBaiite 6ecegoBatb ¢ AeTbMu 006 MX Opy3bsix B VIHTEpHETE, O TOM, YEM OHU 3aHATbI TaKUM
obpasom, OyaATO peyb uaeT o0 Apy3bsix B peanbHOM Xu3Hu. CnpawmnBante o nogsx, ¢ KOTopbiIMK AeTn obLliatTes
nocpencTBOM Cry>06 MrHOBEHHOro obmMeHa coobLeHnsIMU, YTobbl yoeauTbCa, YTO 3TN NI0AN UM 3HAKOMBI.

4. Vcnonb3yinte cpefctBa GrOKMPOBAHUS HEXeNaTenbHOr0 KOHTEHTa Kak AOMOSIHEHWe K CTaHAapTHOMY
PoautenbckoMy KOHTPOSHO.

5. HeobxooumMo 3HaTb, Kakumy YaTamu nonb3yloTca Bawwu pgetn. [MoolwpsinTe Ucrnonb3oBaHue
MOAEpPUPYeMbIX YaToB 1 HacTavBawnTe, YTobbl 4ETU He 06Lanuch B MPUBATHOM PEXMME.

6. HactauBaiite Ha ToM, YTOObLI J€TU HUKOTA4A HE BCTPEYanuch JIMYHO C APY3bsiMU U3 CETU VIHTEpHET.

7. MNpuyynte geten He BbiAaBaTb CBOK NNYHY MHGOPMAaLMIO CpeacTBaMy 3NEKTPOHHOW MOYThI, YaToB,
CUCTEM MrHOBEHHOro obmeHa CoobLLEHNSIMU, PErMCTPaLMOHHbIX DOPM, NMUYHBIX NPOMUnen 1 Npu perncTpauumn Ha
KOHKypCbl B IHTepHeTe.

8. Mpuyunte getel He 3arpyxaTtb nporpamMmbl 6e3 Bawero paspeuwleHusi. OBGbSACHATE UM, YTO OHWU MOTYT
Crny4aiiHO 3arpysuTb BUPYCbl UMK ApYroe HexenaTenbHoe nporpammHoe obecnevyeHue.

9. Mpuyuute Bawwero peGeHka coobliaTb BaM O MOBbIX yrpo3ax Unu TpeBorax, CBsi3aHHbIX ¢ VIHTepHETOM.
HanomHuute getsiM, 4To OHM B Ge3omacHOCTW, ecnv camu pacckasanu BaM, O CBOWX Yrpo3ax Wnu TpeBorax.
MoxBanuTe UX 1 NOCOBETYITE NOAOWTM eLle pa3 B NOAOGHbLIX CryYasix.

10. Pacckaxute getsm O nopHorpadum B WHTepHeTe. [lomormte mm 3awmtuTbes OT cnama. Hayuute
MOAPOCTKOB He BbidaBaTb B VIHTepHeTe CBOEro peanbHOro 93MNeKTPOHHOrO afjpeca, He OTBevyaTb Ha
HexernaTenbHble NMCbMa U UCNOMb30BaTh CrneLlmarnbHble NOYTOBbIE (PUNBLTPLI.

11. MpunyunTte cebs 3HAKOMUTBLCS C cCakTamu, KOTOpblE NOCELLAT NOAPOCTKM.

12. Hayunte geten yBaxaTtb OpYyrMx B UHTEpHETE. YOeanMTeCh, YTO OHU 3HAKOT O TOM, YTO MpaBuna XopoLlero
noBeAeHWs OENCTBYIOT Be3ae - Jaxe B BMPTyarbHOM MUpE.

13. OObsicHUTE [JeTsiM, YTO HU B KOEeM crlydae Henb3a ucnonb3oBate CeTb AN XynuraHcTBa,
pacnpocTpaHeHWsl CNNeTeH U yrpo3 ApYyrmm NioasM.

14. Obcygute ¢ nogpocTkamu npobnembl CeTeBbIX a3apTHbIX UMP U UX BO3MOXHbIN pUCK. HanomHuTe, 4To
[AeTV He MOTyT UrpaTtb B 9TW UrPbl COrMacHO 3aKOHY.

MocToAHHO KOHTPONUPYKMTE Mcnonb3oBaHue VHTepHeTa Bawum peberHkom! OT0 He HapyLUeHWEe ero fIM4YHOro
NpOCTpaHCTBa, a Mepa NPeaoCTOPOXHOCTU U NposiBneHne Ballen poantensckon 0TBETCTBEHHOCTH 1 3a00TbI.




